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Qu'est-ce qu'Exchange Reporter Plus?

a  Outil complet de reporting, de supervision et d'audit des modifications d'Exchange
a  Services pris en charge : Exchange Server, Exchange Online et Skype for Business.

a  Plus de 450 rapports sur diverses entités Exchange - boites aux lettres, dossiers
publics, OWA, ActiveSync, etc.

n  Representation graphique des donnees
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Informations critiques et donnees
analytiques

n  Rapports sur le trafic des e-mails

n  Rapport sur les permissions Exchange

a  Rapports sur la connectivite OWA, ActiveSync, EWS, IMAP et POP3
a  Rapports sur le contenu

a  Rapports sur les bases de donnees et le stockage

n  Rapports sur les dossiers publics et les listes de distribution

a  Rapports de conformité pour SOX, PCI, HIPAA, GLBA et RGPD.

n  Creez vos propres rapports personnalises
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Fonctionnement d'Exchange Reporter Plus

n  Exchange Reporter Plus rassemble des données provenant de différentes
sources - telles qu'Exchange Server, AD, les journaux IS et PowerShell a
distance - et les présente sous forme de rapports significatifs.

Les données recueillies sont stockées dans une base
de données intrinseque

é N .
Les données sont récupérées et représentées sous
! forme de graphiques et de tableaux.
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Compte Admin pour la collecte des données

Privileges requis Fonctionnalites

Le compte d'utilisateur doit é&tre membre
du: groupe Administrateur de domaine et
groupe Gestion de l'organisation

Reporting, audit et supervision d'Exchange
Server

Reporting et audit d'Exchange Online

Le compte utilisateur doit avoir un role
d'administrateur global

Reporting de Skype for Business Server
Le compte d'utilisateur doit é&tre membre du > < &

groupe CsAdministrator ou
CsViewOnlyAdministrator.
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Pourquol Exchange Reporter Plus?

Fonctionnalités Exchange Reporter Plus

Créez des regles pour personnaliser les actions a auditer

Eliminez le code PowerShell complexe

Rapports Exchange hybride et Skype for Business sur la méme
plateforme

Créez vos propres rapports personnalisés
Obtenez une vue graphique des données avec des tableaux de bord

Exportez les rapports aux formats CSV, PDF, HTML et XLS

Obtenez des mises a jour périodiques des courriels a l'aide de rapports
planifiés

Recherche du contenu des boites aux lettres basée sur des modeéles,
des attributs et des mots-clés
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Why Exchange Reporter Plus?

Fonctionnalités Exchange Reporter Plus

Délégation de roles personnalisés aux techniciens (en dehors des
réles d'administrateur et d'opérateur)

Rapports protégeés par mot de passe
Filtres d'audit et d'alerte avancés
Transfert des journaux vers des solutions SIEM

Licence basée sur le nombre de boites aux lettres

Gestion et dé-gestion des boites aux lettres selectionnées selon les
besoins

Audit séparée pour les activités des techniciens

Notifications d'alerte basées sur les valeurs seuils du trafic de
messagerie
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Onglet Accuell

Exchange Reporter Plus)

Exchange Server Exchange Online

Organization Health

Server Name Services Status
ERP1-10A -
ERP1-13B -
ERP1-13A -

ERP1-10B -

Reporting

Skype Server

Disk Usage Status
@ Critical
@ Critical
@ Critical

€ Critical

Summarized organization
health status

Mailbox Users Summary

Mailbox with ForwardTo \
Mailbox with Delegates — |

AR

Auditing

Monitoring

Mailflow Status

Graphs

Settings Support

Email Queue Status

Mailboxes Recipient Type Details

150

100

of Mailboxes

Client Connectivity Status

Quick links to
reports

(A}

(]

License = Talk Back rd fo e -

Q ¥ Org/Tenant Settings

Audit Alerts

Mailboxes

Mailbox Enabled Users
Mailbox Size
Permissions Based on Mailboxes

More

Exchange Monitoring

Replication Health
Service Health
Exchange Search Health

More

Audit Reports

Mailbox Permission Changes E
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Vue du Tableau de bor

= Exchange Reporter Plus )

Dashboard Reports Audit Monitoring

Content Search

Settings Support

License TalkBack ? & O~

Q £¥ Org/Tenant Settings

Exchange Server Exchange Online Skype Server

Delivered Vs Undelivered

Internal Delivered 7

Internal UnDelivered 0

Organization Health

Server Name Services Status Disk Usage Status

EXCHANGE-DC1 @ Healthy @ Healthy

Organization Traffic Summary

@ Sent Count
@ Received Count

Server Storage Usage

L 75

Mailbox Details

® Disconnected 66
Recently Created 0
Others 0

Mailflow Status Email Queue Status

@ Critical @ Healthy -

@ Sent Size(MB)
@ Received Size(MB)

Top 10 Mailboxes by Size

100

Organization :

Client Connectivity Status

Admin Audit Changes Count

® Send and Receive Connector 104
Mailbox Permission 78
¥ Others 182

Q

v 27/03/202100:00:00 - 02/04/2021 [iE] 57 &= %

OWA Logons
User Log on Specifics 0
Logon Failure 0
Recent Alerts
Critical Trouble Attention
37 0 598

Database exceeding threshold size(33.69GB)AuditEvent1;

Apr 02 01:00 PM

Database exceeding threshold size(33.69GB)AuditEvent1;

2, 2021 12:30 PM

Test-Mailflow failed for server EXCHANGE-DC1 at Apr 02, 2021 12:16 PM,
Mailflow result : *FAILURE* and Latency : 0.0

Apr 02, 2021 12:16 PM

Database exceeding threshold size(33.69GB)AuditEvent1;

121 12:00 PM

Database exceeding threshold size(33.69GB)AuditEvent1;

Apr 02, 2021 11:30 AM

Database exceeding threshold size(33.69GB)AuditEvent1;

00 AM

Top Server Traffic - Messages Sent 6

ank
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Plus de 400 rapports complets

&, Download Now License Talk Back ? fo e -
= EXChange Reporter Plus ) Reporting Auditing Monitoring Settings Support (o} ¥ Org/Tenant Settings
Q Exchange Server Exchange Online Skype Server w

I Mailboxes Mailboxes @ @ schedule Report % Create New Report

OWA & ActiveSync

Email Traffic
Storage
Distribution Lists
Public Folders
Organization
Custom Reports

Compliance

General Reports

Mailbox Enabled Users

Hidden Mailboxes

Mailbox Features

Mailbox Message Delivery Settings

Mailbox Storage Information

Account Status Reports

Recently Created Mailboxes
Inactive Mailboxes by Last Sent Mail

Inactive Mailboxes by Last Received
Mail

Inactive Mailboxes by Last Logon Time

Disconnected Mailboxes

Permission Reports

Mailbox Message Restrictions
Mailbox with Delegates
Mailbox with ForwardTo

Forward Set Inbox Rules

Expired Account Mailboxes
Soon-to-expire Account Mailboxes

Mailbox Auto Reply Status

Retention Po

Size Reports

Mailbox Size

Mailbox Size Growth

Mailbox Size By OU

Current Mailbox Size Vs Quota

Mailbox Size Restrictions

Content Reports

Message Count and Size Summary
Attachments by File Size

Attachments by File Extension
Keyword

Attachments by File Name Keyword

Messages by Body Keyword

Resource Ma

Reports

Server based Mailbox Growth

Database based Mailbox Growth

Messages by Subject Keyword
Folder-wise Unread Mails with Subject

Folder Message Count And Size
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Fonctionnalites pratiques

Exportation en
CSV, PDF, HTML
et XLS

Recherche
rapide

Vue imprimable
des rapports

&, Download Now

Exchange Reporter Plus )

Home Reporting Auditing Monitoring Settings Support

Exchange Server Exchange Online Skype Server

Ajouter des
rapports
comme favoris

Afficher les
favoris

License Talk Back

Q

?

fe ©

£ Org/Tenant Settings

£

& Email Traffic Size of Messages Sent by Server (%)

i! Schedule New Report

¢

[z Export As [s More

# ®9 printable View

Mailbox Traffic » Organization | Exchange v
Jverall Organization Traffic g
& * ————® Period | This Week E All Hours v
server Traffic = 400
Granularity Summary | v 2

Server to Server Traffic )

& ==

o E; 200

Server-based delivery time -
o
N

0]

Se

Number of Messages Sent by Server

Size of Messages Sent by Server

Number of Messages Received by
Server

Size of Messages Received by Server

Number of Messages Sent and Generated Time : (/10

Top 10 Servers B W Add to Favorites

sCIII.

EXCHANGE-DCI

@ Size Of Msgs Sent(MB)

Received [o3 « < 1-10f1 > » 100 Y Mg
~ustom Recipients Traffic L2 Server Name Size Of Messages Sent (MB) Size Of Internal Messages Sent (MB) Size Of External Messages Sent (MB3)
PR OrpAR-STicaN et ¢ EXCHANGE-DC1 207.84 207.84 0.00
Jverall Traffic from/to Internet »
Période du Granularité Graphique Nombre de Filtres de Ajouter ou
rapport du rapport rapports affichés colonnes pour supprimer des
le rapport colonnes

dans la méme
page
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Rapports intuitifs

4, Download Now License  Talk Back ?

Exchange Reporter Plus )

Reporting Auditing Monitoring Settings Support o} £ Org/Te

(o3 Exchange Server Exchange Online Skype Server

Inactive Mailboxes by Last Sent Mail (%

& Mailboxes w Schedule New Report [z Export As
General Reports » Organization | Exchange v
SR R g Inactive Period Last 90 Days I
Account Status Reports =
Recently Created Mailboxes Generated Time : ( On Apr 01,2020)
3 «® < - > »
I Inactive Mailboxes by Last Sent Mail x 127 & 57 e
Inactive Mailboxes by Last Received Mailbox - Email Last Mail Sent On
M Atriumi Atriuml@exchange.com Not Collected
Inactive Mailboxes by Last Logon Time
AuditoriumHalll AuditoriumHalll @exchange.com Not Collected
Disconnected Mailboxes
AuditoriumHall2 AuditoriumHall2@exchange.com Not Collected
Expired Account Mailboxes
Seare e Aemmi Tk [Emes BarnesReed BarnesReed@exchange.com Not Collected
Mailbox Auto Reply Status CharlesStewart CharlesStewart@exchange.com Not Collected
Content Reports » ConferenceHall2 ConferenceHall2@exchange.com Not Collected
Permission Reports 14 ConfernceHalll ConfernceHall1@exchange.com Not Collected
Retention Policies Reports » CreativeRoom CreativeRoom@exchange.com Not Collected
Recniirrs Mailhav Rennrte s
DavidSmith DavidSmith@exchange.com Not Collected

# Need more report?
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Planification des rapports

License Talk Back ? fo

= Exchange Reporter Plus)

Home Reporting Auditing Monitoring Settings Support Q £+ Org/Tenant
£ q.. Schedule Report @ &5 Mail Server S
Configuration Admin
Exchange Server Exchange Online
Exchange Server >
Exchange Online > Create Schedule report <E
Skype for Business >
* Schedule Name Mailbox size reports Description
Other Configuration -
I Schedule Reports Organization Name | ERP1 "
RSpoi g Report Category | Mailboxes ~
Business Hours
Report  available Reports Selected Report
General Reports Size Reports -
Size Reports h Current Mailbox Size Vs Quota

Mailbox Size
Mailbox Size Growth

Mailbox Size By QU

&\ Current Mailbox Size Vs Quota
Mailbox Size Restrictions

Server based Mailbox Growth
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Options de filtrage avancees

&, Download Now License Talk Back 7 fo e =

Exchange Reporter Plus )

Reporting Auditing Monitoring Settings Support [} ﬁ- Org/Tenant Settings
[oF Exchange Server Exchange Online Skype Server *
& Mailboxes Mailbox Size ByOU (@ w Schedule New Report [z Export As [ More
General Reports » Organization | Exchange v
Size Reports o
Generated Time : ( On Apr 01,2020 )
Mailbox Size _
a « < 1-30f3 > » [ 100v Yy @M
Mailbox Size Growth
I Mailbox Size By OU
Recipient Type v Equals v User Mailbox v | &

Current Mailbox Size Vs Quota

Mailbox Size Restrictions Apply Filter Clear & Close

Server based Mailbox Growth

Database based Mailbox Growth Organizational Units Canonical Name No. Of Mailboxes Size(MB)
Account Status Reports 4 erp exchange.com/erp 20 6971.06
Content Reports b Users exchange.com/Users 4 568.79
Permission Reports

7 L exchange.com/Microsoft Exchange
A . Microsoft Exchange System Objects 3 1.34
Retention Policies Reports » System Objects
Resource Mailbox Reports »

#: Need more report? .
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Creez vos propres rapports
personnalises

= Exchange Reporter Plus )

Home

& Download Now License  Talk Back

&

Configuration

Exchange Server
Task Scheduling
Custom Reports
Log/Database Path
LDAP Attributes
Archive Settings

Exchange Online

Skype for Business

Other Configuration

Create Custom Report

Organization Name

Custom Report Name

Select Report Type

Room Mailbox

Date Range

Gathering Interval

Auditing Monitoring Settings Support

Exchange v

Test Report

Room Mailbox Usage v

CreativeRoom

Last Week

H A

Run Immediately | v

Q

Choisissez une
categorie parmi les
différents types de
rapports disponibles
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Rapports de trafic par courriel

&, Download Now License Talk Back 2 fe © -

Exchange Reporter Plus )

Reporting Auditing Monitoring Settings Support o} # Org/Tenant Settings
o3 Exchange Server Exchange Online Skype Server *
& Email Traffic Organization | Exchange v 3
Sent Traffic By Size =
Mailbox Traffic » Period  Custom Range All Hours 150
. T
Overall Organization Traffic - Granularity Daily - §
Organization Traffic Summary <§ 100 -8~ Internal
@ -+
Sent Traffic by Messages 2 External
=
I Sent Traffic by Size 5 50
4]
Received Traffic by Messages %
0
Received Traffic by Size 29.Mar  30.Mar  31.Mar 1. Apr
Server Traffic »
Custom Recipients Traffic »
N 207.64 Daily 0.01 10381  29.66 Daily 0 0 0
Intra-Organizational Traffic » AR : . : :
' ‘ Total Internal (M B) Minimum  Maximum Ay e External (M B) Minimum  Maximum  Average
Overall Traffic from/to Internet » 207.64 0

. Internal (MB External (MB
Traffic from/to Internet (by Domain) ) e ) e :

Traffic from/to Internet (by User) *|  Generated Time : (From Mar 29,2020 12:00 AM To Apr 05,2020 12:00 AM)
Mailbox Traffic (by Department) » « < 140f4 > » 100~ MM
Non-Delivery Reports 3 Size Of Messages Sent (MB) Size Of Internal Messages Sent (MB) Size Of External Messages Sent (MB)

# Need more report? Mar 29, 2020 103.80 103.80 0.00
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Conformite avec les mandats reglementaires sans
effort

4, Download Now License Talk Back ? ‘_'.

Exchange Reporter Plus )

Reporting Auditing Monitoring Settings Support Q £ Org/Tenant S

(e Exchange Server Exchange Online Skype Server

Mailboxes Compliance @ @ Schedule Report ¥ Create New f
OWA & ActiveSync
Email Traffic
Storage Mailbox Storage Quota Changes Send and Receive Connector Logon Failure
Distribution Lists Message Size Restriction changes Exchange Databases Mounted
Mailboxes Activated Exchange Databases Dismounted
Public Folders
Mailboxes Deactivated User Action on Exchange Databases
Organization Hub Transport Settings Circular Logging Changes
Custom Reports
Compliance
Undelivered Emails Messages by Body Keyword Mailbox Permission Changes Attachments by File Name Keyword
Sent Traffic for Users Permissions Based on Mailboxes Lagon Fallure
Received Traffic for Users Permissions Based on Users MNo. of Mails Sent to Internet
Mails deleted or moved Messages by Subject Keyword No. of Mails Recelved from Internet
Messages by Subject Keyword Messages by Body Keyword
GLBA SDPR
Admin Activity on Mailbox Permissions Based on Mailboxes Attachments by File Name Keyword Messages by Subject Keyword
Delegate Activity on Mailbox Permissions Based on Users Attachments by File Extension Messages by Body Keyword
Keyword

Non Owner Activity on Mailbox

Mailbox Permission Changes
Mails deleted or moved

Mails deleted or moved
Mailbox Permission Changes

Non Owner Activity on Mailbox
“#: Need more report?
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Audit

d'Exchange Reporter
Plus
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Configurer l'audit dans Exchange Reporter Plus

Permet a un utilisateur d'ajouter manuellement
plusieurs serveurs Exchange pour l'audit.

Exchange Reporter Plus)

&, Download Now  License TalkBack 7?2 rr O~

Horne Reporting Auditing Monitoring Settings Support

[ Exchange Server Exchange Online

& Exchange . Audit Configuration
Qucit > Exchange Server Domain Admin Audit Log
Advance Audit »
Server Based Auditing Mailbox Based Auditing
@l More Actions v

. Actions Exchange Server Name Event Fetch Interval

@ EXCHANGE-DC1

Alert
I Audit Configuration

Report Configuration

Diagnostic Logging Status

Every 2 Hour(s) 0 Minute(s) « Not applicable ®

Q £# Org/Tenant Settings
* Alerts v
5 4

Filter ~ Show All =

Last Event Read Time\Status

2020-04-01 16:06:40 [Run Now]
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Acceder a des details detailles

sur les modifications de
permission

= Exchange Reporter Plus )

Q; Exchange Server

a2 Exchange

Audit
» Mailbox Permissions Changes
I Mailbox Permission Changes

Mailbox Send As Permission
Changes

Overall Mailbox Permission
Changes

» Mailbox Properties Changes
» Exchange Database Changes

» DAG Auditing

Alert
Audit Configuration

Report Configuration

Exchange Online

Home Reporting Auditing Monitoring Settings Support

Mailbox Permission Changes (@

Period | This Week

Select View Default View v
Generated Time : (From Mar 29,2020 12:00 AM To Apr 05,2020 12:00 AM)
(o3
Modified
Attribue

Remarks

Server Name Time

No changes
msExchMailbo

EXCHANGE- Mar 30, 2020 on the
DemoUserl xSecurityDesc
DC1 05:16 AM SecurityDescri
riptor
ptor More
msExchMailbo
EXCHANGE- Mar 30, 2020 3 ACE(s)
DemoUser1 xSecurityDesc
DC1 05:14 AM removed Mare
riptor
msExchMailbo
EXCHANGE- Mar 30, 2020 1 ACE(s)
DemoUserl xSecurityDesc
DC1 05:14 AM added More

riptor

mebEwrhMailkh

4, Download Now License

Q

'ﬁ Schedule This Re

« €| 17«

Caller User
New Value 0Old value

Name

New Value Old Value EXCHANGE-
More More DC1
New Value Old Value EXCHANGE-
More More DC1
New Value Old Value EXCHANGE-
More More DC1
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Personnaliser pour auditer des actions
specifiques dans Exchange Reporter Plus

Exchange Reporter Plus )

Home

Reporting Auditing Monitoring Settings

[ Exchange Server Exchange Online

Action Configuration (@

Select Category

Send and Receive Connector

Send and Receive Connector

etz Exchange v

Audit »

Advance Audit »
Actions
7 [h
7
7 [h
7
s 0
7
s 0

Alert

Audit Configuration

I Report Configuration

Action Name

Send/Receive Connector Created/Removed
Send Connector Changes 2008

Receive Connector Changes 2008
Send/Receive Connector Enable/Disable 2008
Send Connector Changes 2003

Receive Connector Changes 2003

Send/Receive Connector Enable/Disable 2003

&, Download Now License  Talk Back ? fo e -
Q £+ Org/Tenant Settings

W Alerts v
< Back

+ Add New Send and Receive Connector Action

Total Actions : 7
Description
Send and Receive Connector Created
Send Connector Changes 2008
Receive Connector Changes 2008
Send/Receive Connector Enable/Disable 2008
Send Connector Changes 2003
Receive Connector Changes 2003

Send/Receive Connector Enable/Disable 2003
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Option de configuration d'action

A, Download Now License Talk Back rd fo 9 -
Q # Org/Tenant Settings

EXChange Reponer Plus ) Home Reporting Auditing Monitoring Settings Support

W% Alerts =

o3 Exchange Server Exchange Online
< Back

Create New Action G

aa Exchange v

Audit »
Advanced Audit » i
* Action Name Mailbox Connector Action Description Testing
Rule Groups
w GroupName
Filter Rules
1 Event ID v equals v 5136 + X
2 and A Computer Name ~ equals A ,ex,tp:c,a,d + X
+ Add Rule Group
ES o
Alerts
Audit Configuration
Report Configuration
ManageEngine
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Creer des vues personnalisees pour vos rapports d'audit

Create New View

View Name

View Type

Summary Based On

Select Range

Custom views

Summary View

Caller User

Caller User
Caller Domain
Mailbox

Server
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Audit des modifications de quotas de stockage

Exchange Reporter Plus )

Q]  Exchange Server
Audit

» Mailbox Permissions Changes

~ Mailbox Properties Changes
Mailbox Storage Quota Changes
Message Size Restriction changes
Mailboxes Activated
Mailboxes Deactivated
Mailbox Moved

» Exchange Database Changes

» DAG Auditing

» Distribution List Auditing

Advance Audit

Alert
Audit Configuration

Report Configuration

Exchange Online

Home Reporting Auditing Monitoring Settings Support

Mailbox Storage Quota Changes (@

Period | This Week

Select View Default View v

Generated Time : (From Mar 29,2020 12:00 AM To Apr 05,2020 12:00 AM)
o

Mailbox Server Name

Mar 30, 2020

DemoUser1 EXCHANGE-DC1 EXCHANGE-DC1
05:16 AM
Mar 30, 2020

DemoUser1 EXCHANGE-DC1 EXCHANGE-DC1
05:16 AM
Mar 30, 2020

DemoUserl EXCHANGE-DC1 EXCHANGE-DC1
05:16 AM
Mar 30, 2020

DemoUser1 EXCHANGE-DC1 EXCHANGE-DC1
05:14 AM
Mar 30, 2020

DemoUser1 EXCHANGE-DC1 EXCHANGE-DC1

05:14 AM

Caller User Name

Modified Attribue
mDBOverHardQu
otaLimit

mDBStorageQuot

a

mDBOverQuotali

mit

mDBUseDefaults

mDBUseDefaults

3, Download Now

# Schedule This Report

«

Remarks

Attribute Added

Attribute Added

Attribute Added

Attribute Deleted

Attribute Added

License

o-

Q £ Org/Tenant Settings

Talk Back ? fo

W Alerts v

[2 exportAs [ More

< 1170f17 > » | 100~ Y | [MB

New Value 0Old Value

30720 = E
10240 - E
20480 - E
- FALSE E

TRUE -
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Rapports d'audit avances

Exchange Reporter Plus )

Suivre les activités générales de la boite aux lettres

e || Brenipesrer || ERrms Q) effectuées par différents types d'utilisateurs

ez Exchange

Garder un ceil sur les modifications apportées a

Audit limportation et a l'exportation des boites aux lettres

Advance Audit
» Mailbox Audit Loggin . .y o .
seing Auditer les activités des boites aux lettres qui sont
critiques pour votre environnement Exchange, par
exemple les modifications de permission et le

» Folder Access Permission Changes déplacement, la création et la suppression des boites
aux lettres.

» Mailbox Import Export Changes

» Admin Audit Log

v

Suivre les modifications d'autorisation des boites aux
lettres et des dossiers publics
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Conserver indefiniment les journaux d'archives d'audit

= Exchange Reporter Plus )

Settings Support

.+, Download Now

License Talk Back ? fo 9 -

L

Configuration

Exchange Server
Task Scheduling
Custom Reports
Log/Database Path
LDAP Attributes

I Archive Settings

Exchange Online

Skype for Business

Othar Canfionration

Reporting Auditing Monitoring
& Archive Settings @
Admin
Auditing

v Mailbox Permissions Changes

+" Mailbox Properties Changes

+" Exchange Database Changes

v

Mailbox Audit Logging
DAG Auditing
Distribution List Auditing

Admin Audit Log, Folder Access Permission &
Mailbox Import Export Changes

Archive data older than

Archive Folder Path

Retain Archive Logs for

Archive schedule runs daily
at

Archive Last Run time

Archive Last Run Status

[o} £ Org/Tenant Settings

B Restore Archived Data

C:\ManageEngine\5500\Exchange Reporter @

Forever v

7

~ Hour(s) 30 s mins

Run Now
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Creer des profils d'alerte

4, Download Now license Talk Back  ? e O -

= Exchange Reporter Plus )

Home Reporting Auditing Monitoring Settings Support Q # Org/Tenant Settings
o3 Exchange Server  Exchange Online *
Add Alert Profile
2 Exchange v
* Alert Profile N i
Audit » ert Profile Name ' Alert Profile
Advance Audit » Severity (®) Critical Trouble Attention
Select Category | Mailbox Properties Changes Reports | v
Select Reports  Mailboxes Deactivated,Mailboxes Acti | v
* Message Macros
7
Advanced Settings +
Notification Filter Criteria
Threshold
Alert
Audit Configuration Cancel
Report Configuration
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Reception des mises a jour en temps
reel sur les evenements Exchange

3, Download Now License Talk Back 7 fe © -

Exchange Reporter Plus )

Home Reporting Auditing Monitoring Settings Support Q # Org/Tenant Settings

o3 Exchange Server Exchange Online

sz Exchange v

Alerts Received (@ # Customize Alert Profiles  [& Export A %+ New Alert Profile
Period | This Week

Audit » .

Advance Audit » Select View | Default View v

Generated Time : (From Mar 29,2020 12:00 AM To Apr 05,2020 12:00 AM)
o « ¢ 1-400f40 > » | 100~ | Y | @M

Severity Alert Message Object Name Time Generated - Alert Profile Name

AuditEventl database was
Attention Mounted at Apr 01, 2020 05:11 = Apr 01, 2020 05:11 AM
AM

Database Mount/Dismount
Alert

AuditEventl database was
Attention Dismounted at Apr 01, 2020 - Apr 01, 2020 05:10 AM
05:10 AM

Database Mount/Dismount
Alert

AuditEventl database was
Database Mount/Dismount

Alert Attention Mounted at Apr 01, 2020 05:10 - Apr 01, 2020 05:10 AM e
AM
Audit Configuration
AuditEvent1 database was Datab Mount/DI .
Report Confi; ti atabase Mount/Dismoun
SHre S T Attention Dismounted at Apr 01, 2020 - Apr 01, 2020 05:09 AM Ao
el
05:09 AM
A
ManageEnglneW
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Supervision
d'Exchange Reporter
—Ptus

M
Exchange Reporter Plus



Rapports de suivi intuitifs

Exchange Reporter Plus )

103 Exchange Server
Overview /
Organization

DAG

Email Queue

» Servers

» Databases

» Exchange Object Based

DAG Monitoring

Server Monitoring

Database Monitoring

Storage Monitoring

Email Monitoring

IL \

/

Obtenez des données de supervision synthétiques pour tous les
composants au niveau organisationnel.

Surveillez les composants tels que les bases de
donnees, les serveurs et les DAG.

Obtenez des informations détaillees sur les
DAGs

Supervisez les parametres lieés aux serveurs tels que le CPU et la
memoire

Controlez la connectivite MAPI, la sauvegarde des bases de
donnees et le temps de recherche d'Exchange.

Surveillez les volumes de stockage des bases de
donnees, des serveurs et des lecteurs.

Obtenez des informations sur lintégrité ManageEngine’
des files d'attente de messagerie Exchange Reporter Plus



Survelller l'integrite du service d'echange

Exchange Reporter Plus )

Home Reporting

Monitoring Settings

3 Download Now License Talk Back ? f’ e -

=

Support Q 4# Org/Tenant Settings

Q.  Exchange Server

o Exchange

Overview
DAG Monitoring
Server Monitoring
Service Health
Assistant Health
Mailbox Replication Health
Mailflow Health
CPU Utilization
Memory Utilization

ECP Connectivity

Alert

Service Health

Period

Select View

Default View v

* Alerts

# Schedule This Report [z Export As [ More

Generated Time : (From Mar 29,2020 12:00 AM To Apr 05,2020 12:00 AM)

&

Server Name
EXCHANGE-DC1
EXCHANGE-DC1
EXCHANGE-DC1
EXCHANGE-DC1
EXCHANGE-DC1
EXCHANGE-DC1

EXCHANGE-DC1

Role Name

Mailbox Server Role

Hub Transport Server Role
Unified Messaging Server Role
Client Access Server Role
Client Access Server Raole

Hub Transport Server Role

Unified Messaging Server Role

« ¢ 1-1000f104 > » 100~ Y M

Required Services Running

Services Not Running

True = Apr 01, 2020 03:35 PM
True - Apr 01, 2020 03:35 PM
True = Apr 01, 2020 03:35 PM
True - Apr 01, 2020 03:35 PM
True = Apr 01, 2020 09:35 AM
True - Apr 01, 2020 09:35 AM
True = Apr 01, 2020 09:35 AM
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Taux d'utilisation du processeur (CPU)

Exchange Reporter Plus )

Home Reporting

Auditing Monitoring

Settings

Support

4, Download Now

License Talk Back  ? (3 e v

Q $¥ Org/Tenant Settings

Q& Exchange Server

o2 Exchange v
Overview »
DAG Monitoring »
Server Monitoring -

Service Health

Assistant Health

Mailbox Replication Health
Mailflow Health

CPU Utilization

Memory Utilization

ECP Connectivity

Alert

Report Configuration

CPU Utilization (3

Period ' This Week

Select View

Default View

Generated Time : (From Mar 29,2020 12:00 AM To Apr 05,2020 12:00 AM)

Time -

Apr 01, 2020 07:10 PM
Apr 01, 2020 07:05 PM
Apr 01, 2020 07:01 PM
Apr 01, 2020 06:55 PM
Apr 01, 2020 06:50 PM
Apr 01, 2020 06:45 PM
Apr 01, 2020 06:41 PM
Apr 01, 2020 06:35 PM

Apr 01, 2020 06:30 PM

Server Name

EXCHANGE-DC1

EXCHANGE-DC1

EXCHANGE-DC1

EXCHANGE-DC1

EXCHANGE-DC1

EXCHANGE-DC1

EXCHANGE-DC1

EXCHANGE-DC1

EXCHANGE-DC1

CPU Utilization(%)

0

33

12

16

16

22

No of processes

105

106

106

105

106

107

107

106

111

*  Alerts v

w Schedule This Report [z Export As [ More

« ¢ 1-1000f1000 > » 100~ Y [

No of Threads No of Handles

2297 90714

2329 91477

2341 91059

2334 90745

2288 90020

2334 90811

2324 90227

2326 89683

2345 93711
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Superviser la connectivite ActiveSync

3, Download Now License Talk Back 7 fo e =

Exchange Reporter Plus )

Home Reporting Auditing Monitoring Settings Support Q ﬁ- Org/Tenant Settings
Q&  Exchange Server W  Alerts -
1 1 TSRO, .
ActiveSync Connectivity (@ @ schedule This Report L2 ExportAs [ More

Mailflow Health
CPU Utilization
Memory Utilization Period | This Week
ECP Connectivity

Select View Default View v

Web Service Connectivity

IMAP Connectivity

Generated Time : (From Mar 29,2020 12:00 AM To Apr 05,2020 12:00 AM)

POP Connectivity G « < 1-100f10 > » | 100~ | Y [
I REIESTTE CEEE iy Target Healthset Servercompo)
. Server Name Alert Value Time Exception
Mailbox Space Health Resource Name nent Name
HubTransport Health RequestsQueu
EXCHANGE- Mar 31, 2020 MSExchangeS
Store Health edGt500Monit  Healthy = = ActiveSync NotApplicable None
DC1 09:42 PM yncAppPool
Database Monitoring » r
EXCHANGE- ActiveSyncCT Mar 31, 2020
Healthy ActiveSync - - ActiveSync NotApplicable None
DC1 PMonitor 09:42 PM
EXCHANGE- ActiveSyncCT Mar 31, 2020
Healthy ActiveSync - - ActiveSync NotApplicable None
DC1 PMonitor 05:06 PM
Alert
: RequestsQueu
Report Configuration EXCHANGE- Mar 31, 2020 MSExchangeS
edGt500Monit  Healthy - - ActiveSync NotApplicable None
DC1 05:06 PM yncAppPool
or ™
A
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Surveiller les DAGs

Exchange Reporter Plus )

(o Exchange Server

a Exchange v
Overview »
DAG Monitoring -

Replication Health
Database Copy Status
DAG Network Health

Activation Preference Details

Server Monitoring N
Database Monitoring »
Storage Monitoring »
Email Monitoring »
Alert

Report Configuration

Home Reporting

Auditing

Activation Preference Details

Period

Select View

Generated Time :
Q
Database Name
AuditEvent2
AuditEvent2
AuditEvent2
AuditEvent2
AuditEvent1
AuditEvent2

AuditEvent2

This Week

Monitoring

Default View v

Mailbox Database 1188465844

AuditEvent2

Feb 26, 2020 12:03 PM
Feb 26, 2020 11:43 AM
Feb 26, 2020 11:24 AM
Feb 26, 2020 10:44 AM
Feb 26, 2020 10:33 AM
Feb 26, 2020 08:23 AM
Feb 26, 2020 08:02 AM
Feb 26, 2020 07:42 AM

Feb 26, 2020 07:42 AM

Settings

Support

Activation Preference
[EXCHANGE-DC1, 1]
[EXCHANGE-DCH, 1]
[EXCHANGE-DC1, 1]
[EXCHANGE-DC1, 1]
[EXCHANGE-DC1, 1]
[EXCHANGE-DC1, 1]
[EXCHANGE-DC1, 1]
[EXCHANGE-DC1, 1]

[EXCHANGE-DC1, 1]

&, Download Now

License Talk Back

Q

@ Schedule This Report  [2

Currently Active on Server

EXCHANGE-DC1

EXCHANGE-DC1

EXCHANGE-DC1

EXCHANGE-DC1

EXCHANGE-DC1

EXCHANGE-DC1

EXCHANGE-DC1

EXCHANGE-DC1

EXCHANGE-DC1

«

¢ 1-100 of 140

Mounted

True

True

True

True

True

True

True

True

? e O-

£ Org/Tenant Settings

* Alerts «

Export As [z More

> » 100~ M
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Controle des bases de donnees

Exchange Reporter Plus )

Home Reporting Auditing Monitoring Settings Support

4, Download Now  Llicense Talk Back ~ ? e O~

Q £ Org/Tenant Settings

[ Exchange Server

s Exchange

Overview

DAG Monitoring

Server Monitoring

Database Monitoring
Exchange Search Health
MAPI Connectivity
Database Backup

Storage Monitoring

Email Monitoring

Alert

Exchange Search Health (9

Period | This Week

Select View Default View v

Generated Time : (From Mar 29,2020 12:00 AM To Apr 05,2020 12:00 AM)
o3
Database Name Mailbox Result Found

HealthMailboxea984betf
AuditEvent2 52e4720ac2521c9db428 True
6fb

HealthMailboxea984betf
AuditEvent2 52e4720ac2521c9db428 True
6fb

HealthMailboxea984be6f
AuditEvent2 52e4720ac2521c9db428 True
6fb

% Alerts v

ﬁ Schedule This Report [z Export As [ More

« ¢ 1-1000f544 > » 100w | Y [

Search Time Time v
71.547 Apr 01, 2020 07:17 PM
70.563 Apr 01, 2020 07:07 PM
71.344 Apr 01, 2020 06:57 PM
A
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Survelllance des courriels

&, Download Now License Talk Back 7 fo e =

Exchange Reporter Plus )

Home Reporting Auditing Monitoring Settings Support Q -¢- Org/Tenant Settings
O  Exchange Server * Alerts v
. Email Queue Health  (® @ Schedule This Report  [% Export As [ More
2 Exchange v
Overview » Period | This Week
DAG Monitoring » ‘
Select View Default View v
Server Monitoring »
Ratciacs Mol toune »  Generated Time : (From Mar 20,2020 12:00 AM To Apr 05,2020 12:00 AM)
Storage Monitoring » (o3 « ¢ 1-350f35 > » | 100~ | T M
Email Monitoring - Queue Name Message Count Status Delivery Type Next Hop Domain Time -
I Email Queue Health exchange-
0 Ready Undefined Submission Apr 01, 2020 06:57 PM
dc1\Submission
mailbox database
exchange-dc1\5887 6 Retry SmtpDeliveryToMailbox Apr 01, 2020 06:57 PM
1188465844
exchange-
0 Ready Undefined Submission Apr 01, 2020 05:25 PM

dc1\Submission

mailbox database
exchange-dc1\5887 6 Retry SmtpDeliveryToMailbox Apr 01, 2020 05:25 PM
Alert 1188465844
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Recherche de
contenu
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Recherche instantanée dans les boites aux
lettres

License TalkBack ? & O~

Exchange Reporter Plus )

Dashboard Reports Audit Monitoring Content Search Settings Support Q ¥ Org/Tenant Settings
[e§ Exchange Server *
o ? @ Schedule New Report  [% ExportAs [ More
s Exchange v
Content Search Reports = Mailbox HarrisWilliams,... .
~ Mail Content Profiles Folder Name  All Folders Selected v
Instant Search
Keywords
Mails with Attachment 1 Is Read v equals v false v + x
Master Credit Card Alert -
2 and v Message Subject v contains v Ticket + X
BarnesReed
UnRead Mail 3 and v To Recipient v contains v ArunKumar = %
4 and v Message Received Date greater than or equals tc v 20 00:00 E + %

Cancel + Save as New Profile

. (2]
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Profils de recherche de contenu

= Exchange Reporter Plus )

Dashboard Reports Audit

Menitoring Content Search Settings
‘ﬁ' .‘. Create Content Search Profiles &
Configuration Admin
Report Name Confidential information
Exchange Server =
Task Scheduling Organization Name Exchange v
CEE S Mailbox ConfernceHalll
Log/Database Path
LDAP Attributes Keywords
1 Message Subject ~ equals ~ kAR Rk + x
Archive Settings
Content Search Profiles 2 and ~ Message Size (BYTES) ~ greater than or equals tc 50 + X
Skype for Business » r
Other Configuration »
Folder Name  All Folders Selected v
Gathering Interval Run Immediately  ~
ManageEngine
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produit
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Delegation basee sur les roles

= Exchange Reporter Plus )

Q Purchase Now License Talk Back ? e v

Configuration
General Settings
Utilities

Technicians

License Management

[
Admin

Home Reporting

Add New Technician

Auditing Monitoring Settings

Authentication Type

Username

Password

Confirm Password

Select Role

Delegate Organization

Delegate Forests

Product Authentication

test

esecsecscsece
test1
erpex

lync2k13

Allow to export reports

Allow to edit Technician's Password

B o

(o} £ Org/Tenant Settings

< Back
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Creer des roles de technicien personnalises

= Exchange Reporter Plus )

Settings

License Talk Back 7 0 -

4% Org/Tenant Settings

Create New Role
*Role Name Test role
Reports Audit Monitoring
Exchange Server Exchange Online
Mailboxes

OWA & ActiveSync
Email Traffic
Storage
Distribution Lists
Fublic Folders
Organization

Custom Reports

Description testing

Others

Skype Server

General Reports

Mailbox Enabled Users
Hidden Mailboxes

Mailbox Features

Mailbox Storage Information

Mailbox Message Delivery Settings

Retention Policies Reports

Retention Policies

No. of Mailboxes with Policies
Mailboxes with Policies
Retention Policies Details

Mailboxes without Retention Policies

Account Status Reports

Recently Created Mailboxes

Inactive Mailboxes by Last Sent Mail
Inactive Mailboxes by Last Logon Time
Inactive Mailboxes by Last Received Mail

Disconnected Mailboxes

Size Reports

Mailbox Size

Mailbox Size Growth

Mailbox Size By OU

Current Mailbox Size Vs Quota

Mailbox Size Restrictions

Cancel

¢ Back

Permission Reports

Permissions Based on Mallboxes
Permissions Based on Users

Non-Owner Mailbox Permission Non-
Owner

Mailbox

Resource Mailbox Reports

Equipment Mailbox Details

Room Mailbox Details
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Deleguer les roles du centre d'assistance aux techniciens

_ @ Purch Now License Talk Back ? e -
= EXChange Reporter Plus ) Reporting Auditing Monitoring Settings Q ¥ Org/Tenant Settings
- Edit Technician < Back
Configuration Admin
General Settings » Authentication Type Product Authentication v
Utilities v Username techl
Technicians
Edit Password
License Management
1 -~
Delegate @rganization erpex v
Delegate Forests Select Forests v

Allow to export reports

Allow to edit Technician's Password
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Auditer separement les activites des techniciens

Exchange Reporter Plus )

Home

Reporting

Auditing Monitoring

Settings

Support

License TalkBack 7 o -

& Org/Tenant Settings

.
-
Admin
General Settings »
Utilities -

I Technicians

License Management

Configured Technicians

Action:

S . T T S S Y

~

Technician Name
admin

operator

test

customerl
conference

car
$331000-uhbs27d14qjm
erp

dummy

hari

test2

test3

miest3

0365

administrator

Delegated Roles
Super Admin
Operator
test
Operator
Operator
Operator
Operator
Super Admin
Super Admin
test

test

Super Admin
Super Admin
test

Super Admin

Logon To

ERP Authentication

ERP Authentication

ERP Authentication

EXRP

EXRP

EXRP

EXRP

EXRP

EXRP

EXRP

ERP Authentication

ERP Authentication

EXRP

ERP Authentication

EXRP

€ ¢ 1-150f15 ¥ » | 25+~

Delegated Domains

Delegated Domains and more View
Delegated Domains and more View
Delegated Domains and more view
Delegated Domains and more View
Delegated Domains and more View
Delegated Domains and mere View
Delegated Domains and mare View
Delegated Domains and more View
Delegated Domains and more View
Delegated Domains and more View
Delegated Domains and more few
Delegated Domains and more View
Delegated Domains and mere View
Delegated Domains and mare View
Delegated Domains and more View
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Configurer SSL et les niveaux de

journalisation

= Exchange Reporter Plus )

Home Reporting Auditing Monitoring

Settings

Support

.+, Download Now

License  Talk Back ? fo e -

Q £ Org/Tenant Settings

Configuration

General Settings
I Product Settings
Integration Settings
Server Settings
Log Forwarder

Utilities

L]
Admin

»

Product Settings (&

Connection settings

General Settings

Exchange Reporter Plus Port (:\ 8181
Enable SSL Port [https] 8887
Session Expiry Time 10 mins v
Logging Level Normal v
Usagk Statistics Gathering Enable v
Enforce ompliance Disable v @
Auto License Management Enable v @
Language Browser Default v
Change Logo | Select logo
[Dimensions: 197 x 301 S 2MB
m Cancel
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Integration SIEM et transfert de journaux

3, Download Now  License Talk Back 7 e ©-

= Exchange Reporter Plus)

Home Reporting Auditing Monitoring Settings Support Q # Org/Tenant Settings

£ ] & Log Forwarder
Configuration Admin

./ Enable Log Forwarding
General Settings -

p
Product Settings () Syslog Splunk

Integration Settings )
* Server Name or IP
Server Settings

Log Forwarder Protocol | ypp v
Utilities »
“Port 514
Syslog Type | Raw Log v &
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Configurer les fuseaux horaires et les heures de
bureau

&, Download Now License  Talk Back ? fo e -
= EKChange Reporter Plus ) Home Reporting Auditing Monitoring Settings Support (o} # Org/Tenant Settings
£ 3 ..'. Personal Settings
Configuration Admin
General Settings Change Password
Exchange Server »
TlirGalie . Default Time Zone | (GMT+05:30) India Standard Time(Asia/ v
Skype for Business » Date Format = MMM dd, yyyy ©
Other Configuration
¢ M Time Format 04:42 PM(hh:mm a) v
Schedule Reports

I Personal Settings Report Export Password esecened

)
&)
(optional)

Business Hours
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Archivage indefini des
donnees

= Exchange Reporter Plus)

Home Reporting Auditing Monitoring

Settings Support

3, Download Now License Talk Back ? fo e -

o} f# Org/Tenant Settings

L

Configuration

Exchange Server
Task Scheduling
Custom Reports
Log/Database Path
LDAP Attributes
Archive Settings

Exchange Online

Skype for Business

Other Configuration

[ ]
Admin

Archive Settings &

Auditing
Mailbox Permissions Changes
Mailbox Properties Changes
Exchange Database Changes
Mailbox Audit Logging
DAG Auditing
Distribution List Auditing

Admin Audit Log, Folder Access Permission &
Mailbox Import Export Changes

Monitoring

DAG Monitoring
Server Monitoring
Database Monitoring
Email Monitoring

Storage Monitoring
Reporting

Email Traffic

Archive data older than

Archive Folder Path

Retain Archive Logs for

Archive schedule runs daily
at

Archive Last Run time

Archive Last Run Status

BV Restore Archived Data

C:\ManageEngine\5500\Exchange Reporter ©)]

Forever v

7 w | Hour(s) | 30 |+ mins

Run Now
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Gestion des licences

3, Download Now License = Talk Back ? fo e -
- EXChange Reporter Plus ) Home Reporting Auditing Monitoring Settings Support Q, # Org/Tenant Settings
o ..p License Management A Alert Me
Configuration Admin
General Settings . . . . .
4 ' E License Availed E Managed Mailbox B Remaining License
Utiltes - = 100000 =% 70 =g 99930
TS Validity : Jul 19 2025
Li M t
I JESiEs Rt Organization Tenant Skype Forest
Action Organization Display Name Managed Mailbox
ﬁ [(1 :g Exchange Exchange 70 out of 70 | Manage All @ Unmanage All |
)
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FAQ sur les
licences
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FAQ sur les licences

o La licence est basee sur le nombre de boites aux lettres.

n  Les données peuvent étre collectées a partir de boites aux lettres Exchange
specifiques en utilisant 'option Gérer/Annuler.

a  Le mode d'essai est fonctionnel pendant 60 jours, au cours desquels les données
sont extraites de l'ensemble de l'organisation Exchange.

n A lafin de la période d'essai, le produit sera automatiquement converti en édition
gratuite, qui prend en charge 25 boites aux lettres.

o La licence commerciale peut étre appliquée a tout moment pendant ou apres la
période d'essai.
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Prochaines etapes

a  Visitez https.//www.pgsoftware.fr/iam/exchange-reporter-plus pour plus
d'informations sur les difféerentes editions et les prix

n  Obtenez une demonstration en ligne gratuite du produit a l'adresse
https.//www.pgsoftware.fr/contact

a  Contactez support@exchangereporterplus.com pour obtenir de l'aide

n  Telecharger la derniére version pour un essai gratuit de 60 jours.
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