ManageEngin@

Firewall Analyzer v12

Solution de politique, de configuration et d'analyse des journaux du
pare-feu.




— Qu'est-ce que c'est?

Firewall Analyzer est un logiciel d'analyse des politiques, de contréle de la
configuration et de création de rapports sur les journaux, destiné aux
administrateurs de la sécurité. Il leur permet de suivre les modifications
apportées aux politiques, d'optimiser les performances du pare-feu et de

maintenir les normes de conformité.

Détectez et prévenez de maniere proactive les menaces a la sécurité du réseau. Exploitez

au mieux Firewall Analyzer grace aux fonctionnalités suivantes !
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Voici pourquoi vous en avez besoin!

Rationaliser les politiques de pare-feu, optimiser les regles et améliorer les performances du
pare-feu.

Conserver un enregistrement de toutes les modifications de configuration en automatisant le
suivi des modifications.

Respecter les normes de conformité et identifier les failles de sécurité grace a des rapports de
conformité préts a I'emploi.

Identifier et prévenir les menaces a la sécurité du réseau en surveillant les journaux de sécurité
et |'utilisation d'Internet par les employés.

Rechercher sans effort les incidents de sécurité a partir des journaux bruts et effectuer des
analyses forensiques pour identifier les menaces.

Recevoir des notifications sur les incidents de sécurité et de bande passante anormaux
directement sur votre messagerie ou votre téléphone.
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Nate: Click here to know the anomaly classification details.
Category
Redundancy
Generalization
Correlation
Shadow
Grouping

Policy Name Rule Source Destination

Outside_Access_In 3 Any Any

Service

Any

Gestion

des regles




L'importance de |la gestion des regles

Les regles et les politiques sont au cceur des performances de tout pare-feu. Si les regles ne sont pas gérées

correctement, cela peut rendre votre réseau vulnérable aux attaques.

* Obtenez une visibilité compléte de toutes les
l regles écrites dans votre pare-feu.

* Améliorez les performances du pare-feu en
identifiant et en supprimant les anomalies des
regles.

* Optimisez les performances des regles en les
plagant dans le bon ordre.

* Déterminez si une nouvelle regle proposée va
avoir un impact négatif sur I'ensemble des regles
existantes.

* Identifier les regles inutilisées et les supprimer
régulierement.



Apercu des politiques

Overview Optimization Cleanup Reorder Impact Administration Comparison Expiry Notification
Device Name
CheckPoint . Summary  Security Rules & @© Schedule il (%
Get visibility on all the rules written in the firewall.
Select Policy Q
1outofl 5 Statistics Count
Total Rules 6
+ All Policies 4
Allowed Rules 5
" Network
El
Denied Rules 1
2 Firewall Inbound Rules 0
Firewall Outbound Rules 0
1
Inactive Rules 0
o
Logging Disabled Rules 2
Allowed ANY To ANY Rules 1
Allowed Rules with ANY Services 2
Overview Optimization Cleanup Reorder Impact Administration ‘Comparison Expiry Notification
Al €D B <
Rule Source Destination Source Interface Destination Service Action Description
Interface
15 Segment_Office Any internal wanl uppP deny Rule15is
correlated to rule
19
5 Segment Office Any internal wanl POP3s accept Rule5is
SMTPs generalization of
SNMP rule 26
SS5H
NTP
PPTP
FTP
IMAP
imaps
POP3
SMTP
S5L-VPN-10443
Vs

http-8080

Obtenez une visibilité sur toutes
les régles écrites dans un pare-feu
spécifique.

Obtenez des détails complets sur
les regles répertoriées,
notamment le numéro de la regle,
la source, la destination, l'interface
et le type de service.

Filtrez facilement les regles en
fonction de plusieurs critéres de
filtrage.



Optimisation des politiques

Overview Optimization Cleanup Reorder Impact Administration Comparison Expiry Notification

Device Name

Fortigate1 : Policy Anomalies - Rule Suggestion - Polcy ine Tuning © schetie €& 4 Identifiez les anomalies qui ont
ik here un impact négatif sur les
Category count performances du pare-feu.
Redundancy 5
N Generaization 4 Obtenez des détails complets
: Correlaton ! sur les différents types
st ! d'anomalies. Déterminez les
Groupinj \ . 7
o ’ régles qui présentent des
Al 11

anomalies de type ombre,
redondance, généralisation,
corrélation et regroupement.

Device Name ——
CheckPoint . Policy Anomalies  Rule Suggestion  Policy Fine Tuning HHARDE . . .
‘ ‘ : Filtrez facilement les anomalies
Select Time s . q A
o e s en fonction de plusieurs criteres
de filtrage.
Existing Rule , . .
Source Destination Service Action RedUIre |es regles trop
ServiceGrp permissives en recevant des
NetGroup AddressRangs ncp Allow g N
HrNetwork L‘(;')‘S""":‘":’ Suggest|ons de regles.

Ajustez les regles du pare-feu
pour une performance maximale



Nettoyage des regles

Overview Optimization Cleanup Reorder Impact Administration Comparison Expiry Notification
Device Name —_—
CheckPoint . UnusedRules @)  UnusedObjects  Unassigned Interfaces 5 Unassigned Objects 11 @© Schedule @ @
Select Time Helps you identify the rules which have en triggered for a given time period From: 2021-02-14 17:44:00 | To: 2 16 17:4
Last 30days ¥ Rule Number/ID Rule Description Actions , . , .,
X Réduisez les menaces de sécurité
allow Rule Source=Any Destination=Any Service=Any 0]
Action=permitSource=Any Destination=Any Service=Any e n id e nt ifi a nt Ies rég | e S O bj ets et
Action=permit ’
. . T
. R ro At = interfaces de pare-feu inutilisés.
eanup rule Source=Any D y Service=Any Ac y 0|
Ext Rule Source=Addr HrNetwork Destinati y T
Service=TcpSrvCli,UdpSrvCli Action=permit O bt .
enez un apercu de haut niveau
internal to dmz Source=InternalNetwork Destination=DmzNetwork oW \ . . .
Sy Al des regles, objets et interfaces qui
A . 7
Rule1 Source=NetGroup O peuvent etre Supp”mes ou
Destination=.google.com,AddressRange HrNetwork , .,
Service=ServiceGrp,intcp,customUdp,UdpService d esa ct |Ves .
Action=permit
wireless to external Sourct D i k 0|
Service=ServiceGrp,syslogPort,UdpService Action=permit
QR: Page [1_Jof 1 0 v| View 1-60f 6
Device Name —_—_—mmm
CheckPoint . Unused Rules & Unused Objects Unassigned Interfaces e Unassigned Objects 11 (@ Schedule @ @
Helps you identify the unassigned interfaces in your network.
Interface Name IPAddress Type Mode Services allowed Vdom ARP Forward
Internalnterface 192.168.141.90/255.2
55.255.0
eth0 192.168.140.92/255.2
55.255.0
Device Name R ————
CheckPoint . Unused Rules & Unused Objects Unassigned Interfaces 5 Unassigned Objects Q (@© Schedule

Helps you identify the objects which are not associated with any rule.
Object name Object Details Type
AdminHost 178.90.2.11 Network

CliAddrRange 167.90.12.19-167.90.12.33 Network



Suggestion de réorganisation des regles

Overview Optimization Cleanup Reorder Impact Administration Comparison Expiry Notification

Obtenez des informations sur la

Device Name

o . SuggestedChanges @) Complete Changes 48 (B 8 Generatedst:202001-23 20:17.020 facon d'organiser les régles de
Seloct Time Policy Name Rule Name Position (From - To) Hit Count Perf. Improvement pare-feu pour maXImlser Ia
Last 30 days e
' MANAGE_ENGINE 43 40 1 96 85 VItesse'
MANAGE_ENGINE 10 10 2 89 19
Estimez I'amélioration des
MANAGE_ENGINE 38 35+ 3 87 70
performances pour un
MANAGE_ENGINE 32 29 4 86 55 0 L, ,
changement d'ordre suggéré en
MANAGE_ENGINE 34 31+ 5 86 57 o .
mettant en corrélation le nombre
MANAGE_ENGINE 19 192 7 79 27 1 \
d'occurrences de regles avec la
MANAGE ENGIE “ e 78 ’2 complexité des régles et les
MANAGE_ENGINE 47 a9 o L a noma"es.
MANAGE_ENGINE 26 259 10 77 34
MANAGE_ENGINE 51 a7+ 1 7 o Exportez les suggestions de
MANAGE_ENGINE 2 24 12 75 2 réorganisation et analysez-les hors
MANAGE_ENGINE 16 16+ 13 64 8 Iigne.

MANAGE_ENGINE 30 28 14 63 31



Overview

Optimization Cleanup Reorder
Device Name
CiscoASA - Rule Impact

Note : Rule Impact Analysis fe
Policy Name
teste
rule_default
CiscoASAsampleRule1
CiscoASAsampleRule2

default

1. Anomaly Details :

Cheek the proposed new rule against existing rule base for anomalies :

mm senvcetipplicaton
RIP

101 any 123.241.246.134/255.255.255.0

18 Any Any Any

2. Rule Reorder Suggestions :

Analyse de |'impact des regles

Impact Administration

e helps you to identify any poss

Reports

View Reports

View Reports

View Reports

View Reports

View Reports

Comparison Expiry Notification

ble security threats, risky ports, anomalies, etc., with existing rules before you v

Created on

05-03-2021 20:00:02

05-03-202120:00:09

05-03-2021 20:00:18

05-03-2021 20:00:32

05-03-2021 20:00:43

Aeten Aremely Tipe

accept  Redundancy

slvpn  Redundancy

On analysing the proposed new rule for rule complexity and anomaly, suggesting the following rule order.

Rule Position (From - To)

10 410

Perf. Improvement

5%

Rule 101 is redundant because of Rule 18

Rule 101 is redundant because of Rule 18

eit in your firewall

Export Actions
B o @
B =0
B o @ 1
B 0
B G @
Generate Rule Pre-lmpact Report
Rule Name
Pasition Default @ Custom
2
Source ® Ay Select
Destination Any ® Select
IPNetwo.. »  Network P

Available Destination Selected Destination

Search Search

hyderabad 223.242.246134/255.255.255.0
zdb

SVZ-WinServer

Fortigate-WAN-IP

nalar smhindia rm
Source Interface Any @ Select

Réalisez une analyse d'impact
détaillée pour une nouvelle régle
proposée et déterminezsi la
nouvelle regle proposée aura un
impact négatif sur I'ensemble des
régles existantes.

Utilisez I'analyse d'impact pour
identifier les menaces,
comprendre les risques,
déterminer les anomalies et
optimiser la nouvelle regle
proposée.



Administration des regles

Overview Optimization Cleanup Reorder Impact Administration Comparison Expiry Notification
Device Name —_—
Fortigate1 = Network Objects ~ Service Objects  Security Rules ~ Review&Push ~ Commit ﬁg Choose columns

Security Rules fetched from the firewall are listed here. Any requested action (Edit or delete) will not be directly implemented in your device. It will first be listed under the "Local
Objects" tab. Post which, you need to review the changes in the "Review & Push" tab and push the selected changes.

LocalRules ®  Firewall Rules

Rule Number/ID Source Destination Source Interface Destination Interface Service Rule Action Q
18 Any Any wanl internal Any z W
17 horie zdb.zoho.cojp wan1 internal HTTP z
zdb
8 sakura ELA-syslog wanl internal SYSLOG @
2 Any bangalore-1723 wanl internal Any z O

bangalore-GRE

4 hyderabad Any internal wanl FTP @ W
FTP_GET
FTP_PUT
RDP

Hame Troe Status Made. Operations CrestedTime  FWAUser Command Aon @

Ajoutez, modifiez et supprimez
des régles et des objets réseau,
analysez les implications d'un
changement proposé et repoussez
les changements directement dans
le pare-feu.

Simplifiez la gestion de la politique
du pare-feu en automatisant le
processus d'administration des
regles du pare-feu.



Overview Optimization

Compare Policies

Comparaison des regles

Reorder Impact Administration Comparison

o Devices for which device rule are configured will only be shown here.Click here to configure Device Rule.

Between configuration files

Device Name

Fortigatel

File 1- Running Config Version
4

FortiGate

Config_forti_rulecom1.txt

Policy Name

Configuration file with Latest Running Config Between Running Config Versions

File 2 - Running Config Version

117
¥/ Added-(1) & Modified-(1)
Rule Name Compare
36 E
45 E

Ed

Expiry Notification

v Deleted-(1) S|
Config_1.txt
Policy Name Rule Name
45
1001

Suivre les modifications apportées
aux régles de pare-feu dans le
pare-feu

Gardez un ceil sur toutes les
modifications apportées a la
configuration des regles du pare-
feu.

Comparez les modifications de
configuration entre :

1. Deux fichiers de configuration,
qui peuvent étre téléchargés
manuellement.

2. Un fichier de configuration
spécifique (pris manuellement) et
la derniére configuration.

3. Les versions spécifiques de la
configuration récupérées
directement par Firewall Analyzer.



Notification d'expiration de la regle

Overview Optimization Cleanup Reorder Impact Administration Comparison Expiry Notification
— Suivre |'état des regles de pare-feu
AllScheduled Rules  ActiveRules ~ UpcomingRules  ExpiredRules  Recurring Rules [ 10.59.10.165 - ot étre Informé deS régles qu| ont
Rule Number/ID Schedule Name Schedule Type Days of week Time Start Time End Time ex p i ré .
L] ruleexp3 non-recurring onetime 2020/12/29 09:00-
2020/12/3123:45 . N
2021/01/01.00:00- Liste de toutes les regles de pare-
2021/01/02 23:45
feu pour lesquelles une
ruleexp2 weeklyschedule recurring sunday 09:00-12:00 oro . oo o
manday 09:00-18:00 planification quelconque a été
® ruleexpl dailyschedule recurring daily 00:00-13:45 déflnle.
02:45-23:45
Enumérer toutes les regles de
S pare-feu actives pour lesquelles
AllScheduled Rules  ActiveRules  UpcomingRules  Expired Rules  Recurring Rules sl 10.59.10.165 - une planlflcatlon 3 été déflnle,
Show : All Active Rules Rules which are active for next
Rule Number/ID Schedule Name Schedule Type Days of week Time Start Time End Time Expiry Mail ID Cataloguer tOUtes IeS regles dont
' . g /
O ® ruleexpl dailyschedule recurring daily 00:00-13:45 - I aCtlvatlon eSt prevue dans Ie
02:45-23:45 futur.
All ScheduledRules  ActiveRules ~ UpcomingRules  Expired Rules  Recurring Rules [x) [ew 10.59.10.165 - Enreg|strer toutes Ies régles C|UI
Show : All Expired Rules Rules Expired in the last Ont eXplre
Rule Number/ID Schedule Name Schedule Type Days of week Time Start Time End Time s q \ q
Répertorier toutes les regles qui
® ruleexp3 non-recurring onetime 2020/12/29 09:00-

2020/12/3123:45 sont réactivées et certifiées sur
2021/01/01 00:00-

2021/01/02 23:45 une base régu liere.



Firewall Analyzer

Dashboard Inventory Alarms Reports Compliance Search Setting

Rule Management Standard Change Management Security Audit

Gestion des

Generatedon: Jun 11,201901:33AM

6

? modifications de
T configuration

Configuration Changes On Changed by Changed from
[ May 12,2019 00:01 AM John . 9

I May 13,2019 00:01 AM Nick .97



L'importance de |la gestion des modifications

Le suivi automatisé des modifications est essentiel pour obtenir une meilleure visibilité sur la configuration

et la sécurité de votre pare-feu !

. Eliminez le suivi manuel des modifications.

*  Sécurisez votre réseau en surveillant les
modifications apportées a la configuration du
pare-feu.

. Les notifications de modifications vous aident
a rester vigilant.




Suivi des modifications de configuration

Firewall Analyzer Bl 0 ik &

Automatisez le suivi des

Dashboard Inventory Alarms Reports Compliance Settings e . . .
RoMompamest  Somdard | Chngebnsgemant Sty modifications de configuration

dans tous vos dispositifs de
Change Management A Last 30 days - CiscoFirepower... ~

pare-feu.

Generated on: Jun11,201901:33 AM

e " e Suivez le "quoi", le "qui" et le
W 2019-06-09 7

W 2013-06-08

B mver "quand" des modifications de

W 2018-06-08

N meseon configuration.

5

2

W 2013-06-03
M 20190802
W 2019-06-01

gond Recevez des notifications de

2 W 2019-05-30

‘ " man modification directement dans

, B v votre courrier électronique.
%’"‘*:a *, 1:;@%:1% > 'y ;"‘:%:%- ;”)“: 3 q’/:)}é’“ %, s 3

LHS
Configuration Type

Running -

Configuration Changes On Changed by Changed from Version No Change count Change Type

Select Config

% = [ May 12,201900:01AM John - 98 97 2 running

[ May 13,2019 00:01 AM Nick - 97 98 2 running

RHS
Configuration Type

Running . BurbankSFR v Added-(0) ¥ Modified-(2) ¥ Deleted-(0) [ lilil | Allline N4
Select Config

11 enable password 8Ry2Yjlyt7RRXU24 encrypted enable password 8Ry2Yjlyt7RRXU24
97 -

12 enable https false



LHS
Configuration Type

Running

Select Config
1

RHS
Configuration Type

Running

Select Config
2

Comparaison des configurations a l'aide de Diff-View

Fortigate1

config system global
set access-banner disable

set admin-https-pki-required disable
set admin-lockout-duration 60
setadmin-lockout-threshold 3

set admin-maintainer enable
setadmin-port 80

‘set admin-scp enable

set admin-server-cert “self-sign"
set admin-sport 443

set admin-ssh-port 22

set admin-ssh-v] disable

set admin-telnet-port 23

set admintimeout 5

set anti-replay strict

set auth-cert "self-sign"

set auth-http-port 1000

set auth-https-port 1003

set auth-keepalive disable

set auth-policy-exact-match enable
set av-failopen pass

set av-fallopen-session disable

set batch-cmdb enable

set cfg-save automatic

set check-protocol-header loose
set check-reset-range disable
setclt-cert-req disable

set daily-restart disable

set detection-summary enable

v Added-(4) ¥ Modified-(16) ¥ Deleted-(10)

config system global

set access-banner disable

set admin-https-pki-required disable
set admin-lockout-duration 62
set admin-lockout-threshold 4
set admin-maintainer enable
set admin-port 8080

set admin-scp enable

set admin-server-cert “self-sign”
set admin-sport 443

set admin-ssh-port 22

set admin-ssh-v1 disable

‘set admin-telnet-port 25

set admintimeout 5

set anti-replay strict

set auth-cert "self-sign’

set auth-http-port 2000

set auth-https-port 1000

set auth-keepalive disable

set auth-policy-exact-match enable
set av-failopen pass

set av-failopen-session disable
set batch-cmdb enable

set cfig-save automatic

set check-protocol-header loose
set check-reset-range disable
set clt-cert-req disable

set daily-restart disable

set detection-summary enable

Comparez les modifications de configuration
entre deux configurations, cote a cote, a
I'aide de Diff-View.

Identifiez facilement les changements
entre les fichiers de configuration a I'aide
d'une représentation des modifications
par code couleur.

Visualisez les lignes ajoutées en vert, les
lignes supprimées en rouge et les lignes
modifiées en bleu.



Firewall Analyzer

Dashboard Inventory Alarms. Reports ‘Compliance Search Settiny Supr.
Rule Management Standard (Change Management Security Audit
Compliance Standards

SANS on 2019-02-18 06:26

This assessment is based on the check I

i for firewalls. For please  This assess
visit httpi/www.sans.org hitpiA
° ° ’
o, Failed Count3 >
50% conpiant 4Enable Logging
Recommendation: 11 Insecure Services 1
ganization i under 15 Block ICMP Unwanted Traffic i
thre:

L et de sécurité

Thi is based on the PCI D;

address

ion 3.0,and Il control items that This assess:

visit http:/A

please visit

Failed Count4

1.1.5b Insecure Services

1.1.7 Periodic Review of Rule Sets
1.2.1b Explicit Deny rule




Restez conforme avec des rapports de conformité préts a I'emploi

Suivez les pratiques standard et appliquez les politiques de sécurité internes/externes pour éviter les

problemes juridiques grace a une bonne gestion de la conformité!

. Restez en conformité avec les normes PCl-
DSS, ISO 27001, NIST, NERC-CIP, SANS,
SOX, HIPAA et les mandats réglementaires
GDP.

* |dentifiez les failles de configuration et
restez en sécurité.

*  Générez des rapports sur |'état de
conformité des dispositifs de pare-feu.



Compliance Standards

PCIDSS on2020-07-28 16:25 ©

This is based on the PCI Ds ity , Version 3.0, and covers all co
address Firewall policy issues. For more information, please wisit hitps./fwww.pcisecuritys:

55%

** Same requirements need to be manually verified mare.

NIST on 2020-07-28 16:25 o

ased on the NIST Standard of compliance. For more information, plesse visit
theft-awareness.com/NIST-security < e html

60%

NERC-CIP on 2020-07-28 16:25 ©

This assessment is based an the NERC-CIP Standards oversight by the Federal Energy Regulatory Commission
for version 3, Please visit hitp:/ mipa/Stand/Pages/C|PStandardsaspx

58%

HIPAA on2021-01-20 16:42 ©

Portability and Acco
a/for-professionals

This assessment is based
information, please visit hu;

Congratulations
CheckPoint is 100 %
HIPAA Compliant

100%

Rapport de conformité

SANS on 2020-07-28 16:25 o]

This assessment is based on the check list provided by SANS Institute for firewalls. For more information, please
wislt http:/fweww sans.org

50%

Failed Count3
4

1SO on 2020-07-28 16:25 o]

based on the 150{27001:2013) Security Standard for firewalls. For more information, please
pfisorome/store/catalopue._tcicatalogue_detail htm?csnumber=54534

W 28%

50X on2021-01-20 16:42 (o]

This assessment is based on the Sarbanes-Oxley Act of 2002. For mare information, please visit
hitpuiwwwsolawcom/indexchtm

Congratulations
CheckPoint is 100 %
SOX Compliant it

100%

GDPR on 2021-01-20 16:42 0]

This assessment s baser ean Parliament and the Council o the European Union's regulation. an the
protection of natural pe hregard to the processing of persanal data and on the free movement of such
data, please visit https/fador-info.cu

Congratulations
CheckPoint is 100 %
GDPR Compliant

100%

Sécurisez efficacement les données de vos
titulaires de cartes en vous conformant a la
norme PCI-DSS.

Maitrisez la gestion de la sécurité des
informations en restant conforme a la
norme I1SO 27001.

Assurez-vous que votre infrastructure
informatique critique est sécurisée en vous
conformant au mandat du NERC-CIP.

Vérifiez les failles de sécurité de
I'information en vous appuyant sur le
rapport SANS.

Vérifiez les normes NIST avec les rapports
de conformité NIST.

Vérifiez la conformité a SOX, HIPAA et
GDPR avec des rapports préts a I'emploi.



Audit de sécurité

Firewall Analyzer Gl g Q A &
Dashboard Invent Alarms Reports Compliance Search Settings Support Effectuez des audits de Sécurité sur Ia
Rule Management Standard Change Management Security Audit . .
configuration de votre pare-feu et obtenez
Security Audit Fortigate:3200D - des rapports détaillés sur toutes les failles

de sécurité.

ManageEngine

Fortinet FortiGate FG800C3913800555 Security Report

FRIDAY 1ST FEBRUARY 2019
Identifiez la criticité des failles de

e configuration et obtenez également la

facilité d'attaque.

Security Audit Summary

ManageEngine performed a security audit of the Fortinet FortiGate device FGB00C3913800555 on Friday 1st February 2019 and identified 12 security-related issues. The | uEraLl 1851
most significant issue identified was rated as high. ManageEngine recommends that any issue rated higher than a medium should be reviewed as soon as possible.

ManageEngine determined that it was possible to perform administration tasks using unencrypted network communications. It is important that all administrative tasks are
encrypted in order to help prevent an attacker, or user, from sensitive i and i ) An attacker could then use
this information either to gain access to the device as an administrator or other devices if the passwords are shared. ManageEngine recommends that all uncrypted services
should be replaced with cr secure i

Obtenez des recommandations sur les
meilleures pratiques du secteur.

ManageEngine performed an analysis of the authentication credentials during the security audit. It is important that strong authentication credentials should be chosen in
order to help prevent an attacker from gaining unauthorized access by guessing the password, a dictionary-based attack or a brute-f attack.

and keys should be made up of a number of different character types, punctuation, meet a minimum length and not be based on dictionary words, set to the system default
or left blank. ine identified with the icati and that the current password policy should be reviewed and that all
passwords should be configured to meet the policy.

To help prevent unauthorized access to network services, all firewall rules should be configured to restrict access to specific network services from only those network hosts that are required. ManageEngine
identified weaknesses with the firewall rules and recommends that they should be reviewed to ensure that they do not allow access beyond what is required.

2. Security Audit
2.1. Intr tion
2.2. Clear-Text Telnet Service Enabled
2.3. Access Allowed To Clear-Text Protocol Services
2.4. Clear-Text HTTP Service Enabled
2.5. Access Allowed To Potentially Dangerous Services
2.6. Firewall Policy Does Not End with Deny All And Log
2.7. A Dictionary-Based SNMP Community String Was Configured
2.8. Rule Permits Packets To Any Service
2.9. Dictionary-Based SNMP Trap

2.2, Clear-Text Telnet Service Enabled

2.2.1. Finding

Telnet is widely used to provide remote command-based access to a variety of devices and is commonly used for remote device administration. Telnet is a simple protocol and was Ipact
developed long before computer network security was an issue. The protocol provides no encryption or encoding, so all network traffic, including the authentication, is transmitted between E pa' '
the client and the server in clear-text. se

Overall:

Fix: QUICK

ManageEngine determined that the Telnet service was enabled on FG800C3913800555.

2.10. Clear-Text SNMP In Use

2.11. No Post Logon Banner Message

2.12. Access Allowed To Potentially Unnecessary Services
2.13. Potentially Unused Network Interfaces
2.14. Conclusions

2.15. Recommendations

Security Best Practices

3.1. Introduction

3.2. Software

3.3. Services

3.4. Interfaces

3.5. Filtering

w

2.2.2. Impact
An attacker or malicious user who was able to monitor the network traffic between a Telnet server and client would be able to capture the authentication credentials and any data. Furthermore, the attacker could then
use the authentication credentials to gain a level of access to FGB00C3913800555

2.2.3. Ease
Network packet and password sniffing tools can be downloaded from the Internet and some of the tools are specifically designed to capture clear-text protocol authentication credentials. In a switched environment an
attacker may not be able to capture network traffic destined for other devices without performing an additional attack, such as exploiting Address Resolution Protocol (ARP) or routing vulnerabilities.

2.2.4. Recommendation
ManageEngine recommends that, if possible, the Telnet service should be disabled. Fortinet FortiGate devices support the Secure Shell (SSH) service, which is a cryptographically secure altemative to Telnet.
ManageEngine recommends that this service should be used as an alternative.

The Telnet service can be disabled on Fortinet FortiGate devices individual interfaces by removing the telnet keyword in the following command:



Firewall Analyzer

Dashboard Alarms Reports
Custom Repart Firewall Reports Proxy Reports
Device Name Security Reports
Al Devices -
Top Denied Hosts
Repart Type: a
Intranet Reports
Internet Reports
e
Security Reports
Virus Reports o =
Attack Reports z
Spam Reparts. 2000
Protocol Trend Reports
Traffic Trend Reports. ]
Event Trend Reports
Admin Reports
VPN Trend Repart
W aksos
Host
104504
192168106
192225212141
2112383525
845593169
Others

Complian

Search Hing

General

Resolve DNS

Suppert

Host

12160108 I 162228210141 I 211.200.35.28 I 84.68.50.165

Hits

4852
1506

1386

Top Denied

r: Gestion des
. journaux

o 7]

Destination

122134212
104501
39-4-50-200-5t
mail efonalledad
75.3d.Tedblpd.

Others



La gestion des journaux est essentielle pour la sécurité des réseaux

L'analyse des données syslog vous aidera a identifier et a prévenir les menaces a la sécurité en temps réel.

° les menaces internes et externes.

* L'analyse du trafic permet de gérer la bande
passante.

* Les alertes basées sur les journaux
permettent de prendre des mesures
correctives instantanées.
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Dashboard

Custom Report

Device Name
All Devices

Report Type a
Inbound & Outbound
Traffic
Intranet Reports
Internet Reports
Security Reports
Virus Reports
Attack Reports.

Spam Reports

Protocol Trend Reports
Traffic Trend Reports
Event Trend Reports

Top Attacks By Priority

Attack Prisely.

Virus Reports

Top Virus Sending Hosts

Host

192.168.4.32
6441.199.20
192.168.4.143
192.168.4.74
192.188.4.136

Others

Resalve ONS

Analyses de sécurité

s Qan

General
Resolve DNS B Top Virus Affected Hosts Resalve DNS =
== == =
=
o
=
=
a
- B I
a
Hest Destinat
o o B ity W o

Hits Destination Protocol Hits

240 192.168.4.74 smtp 126

126 6635.159.25 ftp 72

78 216.104.212.81 http 24

4z 208.50.102.119 http 24

a2 64.41199.25 fip 24

11691 Others 11949

Tap Spam Receivers Resolve DNS Top Security Events =0T
= -

Destination

N Ewnt Count

Recipjent Hits

19032 2

aaaaa

m
aaaaaa

Générez des rapports détaillés sur les
éventuelles menaces pour la sécurité du
réseau.

Dépannez et résolvez plus rapidement les
probleéemes de sécurité en identifiant et en
analysant les journaux relatifs aux virus.

Obtenez des informations pour identifier
et contrer les attaques du réseau.

Obtenez des informations détaillées sur
I'activité du spam et contrélez le spam sur
le réseau.



Analyses de trafic

Firewall Analyzer Cl 4 Q Ao &

Dashboard Inventory

CwomRwort  Frevalfepors  ProRepers | AbtAcons Les rapports de trafic de Firewall Analyzer
PP Traffic Reports Cl permettent de répondre aux questions

All Devices -

Top Hosts - Sent Resolve DNS B o Top Hosts - Received Resolve DNS B« Suivantes
FeportTrpe B e -
Traffic Reports. pr—
T - * Qui envoie et regoit le trafic ?
Mail Usage Reports E . % -
= - = ¢ Quel hote envoie ou recoit le trafic ?
R S . ! vole ourecol Ic

v - “  Quelle est la part de trafic des différents
W 17221213121 B 104864 B FW_MGMT Il 021848 sohocorp.com B 172.24 6,181 W 04804 B 17221218421 B 10.2.20.10 M 192.208.60.132 M 172.24.16.218 groupes de prOtOCOIES ?

Host Hits % Hits Bytes % Bytes Sent Host Hits % Hits Bytes Revd % Bytes Rovd
Sent(MB) (mB)
17221213121 696 008 3957424 86.23 104504 41660 458 361911 4375 Y . 7
* Quel est le modele de gravité d
104504 41660 458 31809.74 693 17221213121 696 o008 7077.97 856 uelestle odaele ae gravite aes
s 7 .
FW.MGMT 24 o 1486865 324 1022010 534 o006 706452 854
événements dus au trafic ?
;?:zj:‘ﬂ.mhuc . 001 67161 124 19222588132 78414 863 523286 633
1722416218 72 oo 4007.14 484
172.24.6.191 1368 015 4018.23 oes
cpdemo.fwanalyzer.comjapiclientjember findex jsp# Others. TB7497 B&.64 2314402 27.98
‘Top Protacol Groups (Sent+Received) Resolve DNS. B« Top Users (Sent+Recelved) Resolve DNS aw Top Streaming and Chat Sites Resalve DNS. A o
= . s

Fratocol Group et Destinstion
B s 8 rasngent B s W Sarn ervn B Gt Aptcnern 5 S e e e 5 N e Bt W B et
Protocol Hits s Hits Total 6 Tatal Bytes Heer i e Ee) B Destination  Hits Bytes Bytes Total
Group BytesiMB) SentiME) Received BytesiME)
2 7 957
web assisa 5448 50997757 9415 e o s o Wiz w0 g8 w5447 6315
566 013 146111 3747
Unsssignes 213662 251 2382626 s FERTEE 1Y 2153 210957 21315
Unknown 173668 w82 7641842 1437
Streaming 3562 a3s 71485 132 0112013 198 1554 190047 192002
[ 17 as1 15035 101
MameSenvice 72151 1034 w13 004 1041636108 34 a 016 016
A 285 age prers a8t
Database - e s o 162501632 R ] 015 015
Aoplications Others 2sa712 5831 227774 ax
Otners 64 ] 212 211

Others 91423 1006 31436 aos Totsl 436160 160 510401 100



Firewall Analyzer

Dashboard Inventory

Custom Report Firewall Reports
Device Name

All Devices

Report Type Q

Security Reports
Virus Reports
Attack Reports
Spam Reports
Protocol Trend Reports
Traffic Trend Reports
Event Trend Reports
Admin Reports

VPN Trend Report
URL Report

Active VPN Trend

Hourly Trend Comparison

Bytes (MB)

350000

300000

250000

200000

150000

100000

50000

0

Alarms Compliance

Reports

Proxy Reports APl Access General

VPN Trend Report

Last 24 Hours VPN Trend

60.02000000000001

VPN Requests

Date/Time

Resolve DNS

e wll a2

Hour Of Day

Last Day Ml Historical

Search

69.00000000000001 @ ° * - ° °

Analyses des tendances

Gl Qan

Settings Support

Resolve DNS Last 7 Days VPN Trend Resolve DNS

I~ ™

Day of Week

Working Hour - Traffic Distribution Resolve DNS

i ol A2

200000

150000

100000

Bytes (MB)

50000

Hour Of Day

Bytes_Sent [l Bytes_Received

Déterminez la tendance de |'utilisation
maximale de la bande passante pour
différents protocoles et horodatages.

Dépannez les liens et identifiez les risques
de sécurité en analysant le rapport de
tendance des événements.

Identifiez les connexions VPN en direct et
les risques de sécurité liés au VPN en
utilisant le rapport de tendance VPN.

Working Hour - Event Distribution Resolve DNS o
= -1
300000
250000
200000
P
t
2 150000
i
®
100000
50000
0 |

Hour Of Day
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Firewall Analyzer

Dashboard Inventory Aarms. Reports Compliance Search Settings Support
Active Alarms. All Alarms. Events
® Sort By Category All Alarms (10000)

| st s ore than 30000 events seneratein s .. ot PNy

alarm_normal: More than 10000 events generated in 1 min...

alarm_normal: More than 10000 events generated in 1 min... | BlueCoat PROXY

alarm_normal: More than 10000 events generated in 1 min... | BlueCoat PROXY

e [\ LItres fonctionnalités

Itm:Tothnlﬁcunelehrﬁhuldva!u:lM!betw«n Al Devices | Unknown |

10000 0 | test: Total Traffic exceeds Threshold value 1 MB between ... | All Devices | Unknown | °
lxm:roulrralf-cmeedsvmesnoldvamomabezweent., Al Devices | Unknown §
Critial Trouble
I ¥:More than 1 events generated in 1 minutes | PaloAlto-F known | UnA
o 0 | e tham s events eneratedins mites oo 52001 ko Ui
| r:More than 1 events generated in 1 minutes | PaloAlto-PA-5200 | Unknown | Un
e Service Down r:More than 1 events generated in 1 minutes | nknown | UnAs
#:More than 1 events generated in 1 minutes | Fortigate > | Unknown | U
Irvmmnlmnunnenudlnimlnuus‘ ortigate-32000 | Unknown | Ur

Inmmnlmnnnmrﬂdlnimlnum‘-'mh;'vh 32000 | Unknown

Page/t



Rapport VPN

i Firewall Analyzer ]« Q Ao B

Dashboard Inventory Alarms Rule Management Compliance Tools Settings Support Help Docs H |dentiﬁez |es Utl | isateu rs con nectés é votre

Custom Report Firewall Reports Proxy Reports VPN Reports AP| Access General . 1. . .
e S _— Bam R VPN, le trafic qu'ils consomment ainsi que
ice Name essions Resolve DNS 1B BB H Last30days ~ oM ¢ e 16 18:21 2 "
Ciconsh - les échecs de connexion au VPN.
Show Session History ? B RAEEBD O
Top10 (Graph&Table) = . i
ViewAl Identifiez les IP et leur consommation de
UserName Host AssignedIP StartTime Duration EndTime Total VPN Device Status 5
Report Type a BriesME) bande passante VPN. Suivez les
Actve VPN Users warosie Lol amosts oo R destinations sur lesquelles vos IP VPN
pr— 14:55:400 16:11:07.0 . - .
Joplsers venkatesh 80.79.205.28 10591112 3_251:;;6 1Hr 15 Mins ﬁiﬁgé‘s 191 SSLVPN Cisco_PIX Disconnected atterrissent. Survelllez Ies sessions VPN
VPN Usage o : . . . e
——— ortosae actives et identifiez les tendances de la
N Overview raghul 1276382 1059119 e AHes 17Mins 2ol oS 265 SSLVPN Cisco_PIX Disconnected
AP gt o o bande passante VPN
VPN Trend Report raghul 92.6.4382 2021-03-15 4Hrs 17 Mins 2021-03-16 19.05 SSLVPN Cisco_PIX Disconnected p
11:53:400 16:11:07.0 -
mari 11.76.55.28 ;22515‘:31';6 1Hr 15 Mins 522111';::;6 019 SSLVPN Cisco_PIX Disconnected
03 2 Top Failed VPN Users ? BRAERB O
venkatesh 807920528 1089112 St 0 qheasmis  SonovS 49 SSLVPN Cisco_PIX Disconnected .
= g
saravanan 100.96.4.8 10.59.11.10 ;:2513-042-;6 9 Hrs 17 Mins ﬁzlll-noa;éﬁ 190.54 SSLVPN Cisco_PIX Disconnected
2021-03-16 ) 2021-03-16 ) ' %0
bragadesh 12.79.28 10.59.11.10 06:53:40.0 9 Hrs 17 Mins 1641070 268.37 SSLVPN Cisco_PIX Disconnected
w0
shyamala 88.79.362 wosoatan IOV gpusismins 2NV gr91as SSLVAN Cisco_PIX Disconnected 2
©
VPN Users 7 =} BH O w
aa ol a2 .
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£ e View All
I
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User Hits
aswim
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Rapport Proxy

Firewall Analyzer D f Qa B
Dashboard Alarms Reports Compliance Search Settings Support
Custom Report Firewall Reports Proxy Reports APl Access General
Device Name URL Report (©) Today
All Devices - R
= Total 474
Top Allowed Categories Resolve DNS A~
Report Type Q
- - B
Top Denied Categories Resolve DNS B«
URL Report
15000
Website Details - -
Top Talkers
10000
Proxy Usage " 20
I
5000 524
- ; -
- 8 — e |
%y %, L% %, % |
Category Y A X
W computer-and-nternet-rio Il TK-Website Il soarch sreaming-meda Ml Adverssing
Category
Category Hits
B personal shes-ard biogs B sociabnetwarking I IPAGees Bl Maicious Webstes 1 Non
computer-and-internet-info 14909
Category Hits
TK-Website 5251
J-sites-and-
search-engines 3778 personal-sites-and-blogs 210
streaming-media 1128 S i o
1P/
Advertising 1034 Address 30
e 245 Malicious Websites 12
o Resolve DNS
Proxy Virus Resalve ONS Top WAN Hosts Resolve DNS. Cache Usage - Cache Cade
e - -
. - : !
et Cachecode
e W e W e W L . I S 1o s T pers e T
vir Hot Coune s o = TotalBytesMB] %ot Bytes CacheCode  Hits ® Hits Total W Total Bytes
BrtssiM)
192168432 198 v
19218811 savsa w01 09 . .
o 1 e TEp Miss 11898 ar 7943 sras
19218812 99 12 792
s osa TCPRERESH. 15505 e i
s “ o N e e TCP_HIT 17748 95 6367 1132
R * o TEP_IMS HIT 27387 535 2 17
. b 1 &
. e 132082498 Y 29 052 '
x 1921683812 3402 229 as2 TEPCLENTR g and a7 103

EFRESH MISS

Collectez et archivez les journaux du
serveur proxy, analysez-les et générez des
rapports d'informations utiles sur I'acces a
I'Internet de I'entreprise.

Générez des rapports sur |'utilisation du
proxy et les virus du proxy

Obtenez la liste des URLs accédées en
utilisant le serveur proxy
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Dashboard Inventory

Alarms

Vendor Status

Type

Paloalto 2

o
Z
2
=
3
=2
2
~

Unknown CLF 1
Firepower 1
Sophos XG 1
FortiGate 1
Cisco 1

‘CheckPoint-R80.1

Traffic IN (Kbps)
Min Max

198.16 1965.46

Reports. Compliance St
Devices (9) Interfaces (75)
Name License
#  CheckPoint-R80.1 (V]
#  Zoho-CP-R80.10 ®
F  PaloAlto-PA-5200
#  CiscoFirepower-F
#  SophosXG (V)
/#  Fortigate-3200D [V
BlueCoat PROXY ®
#  Paloalto Sim (V)
CiscoASA ®
I
Traffic OUT (Kbps)
Min Max
124363 261097

Rapport d’inventaire

Gl 4 Qa

o

Settings Support
Users (60] BB TableView v Q
1P Address Type Vendor Uplink Speed  Downlink Intranet Setting SNMP
Speed
127001 Firewall Check Point 4Mbps 5Mbps Configured Not Configured
127001 Firewall Check Point 1Mbps 1Mbps Not Configured Not Configured
127001 Firewall Paloalto 1 Mbps 1Mbps Not Configured Not Configured
127.00.1 Firewall Firepower 1Mbps 1Mbps Not Configured Not Configured
127001 Firewall Sophos XG 1Mbps 1Mbps Not Configured Not Configured
127001 Firewall FortiGate 100 Mbps 100 Mbps Not Configured Not Configured
127001 Squid UnknownCLF  1Mbps 1Mbps
127001 Firewall Paloalto 1Mbps 1Mbps Not Configured Not Configured
192168.102...  Firewall Cisco 1Mbps 1Mbps Not Configured Not Configured
Summary Bandwidth Top10 Sites

Device Summary

Hast Name:
IPAddress

Type

Vendor
Downlink Speed
Uplink Speed

Last Packet
Received

Status
Device Rule
SNMP Settings
Intranet Setting
Exclude Hosts

Virtual Device

CheckPoint-R80.1
127001

Firewall

Check Point

5Mbps [

4Mbps &

Jun 11, 2019 04:02 AM

& Managed

Not Configured

false

Obtenez une image compléte de tout ce
qui se passe sur les pare-feu individuels.

Obtenez une visibilité sur les interfaces qui
se trouvent sous les dispositifs de pare-feu
configurés.

Obtenez une vue d'ensemble de tous les
utilisateurs qui ont accédé a Internet par le
biais de dispositifs de pare-feu individuels.

Surveillez les régles et les services en cloud
auxquels vous avez acces sous un dispositif
de pare-feu spécifique.
Apps Rules Security VPN
Speed Avg + [B O o
Traffic
3 276.10kbps A 1.27Mbps
IN (Avg) OUT (Avg)
| 4 A

32*

Traffic OUT (Avg)

5%

Traffic IN (Avg)



Tableau de bord, supervision du cloud et alarmes

Firewall Analyzer 0l & Q & &

Inventory eports Compliance

Obtenez une image de haut niveau de tout
ce qui se passe dans votre écosystéeme de
pare-feu.

Overview Live Traffic Cloud Control Users VPN Rule Mgmt Security More « Y

CPU Utilization Memory Utilization

;" Gardez un ceil sur tous les services de

: clouds exécutés sur votre réseau.
Déclenchez des alertes basées sur des

Disk Space Manitor A Logs Per Second seuils (trafic et sécurité) et recevez des

notifications directement sur votre

)
o ,l , h
)
) messagerie ou votre téléphone.
g
T m i
£ i
)
Top N File Sharing Services o 7 B o B Top N Social Media Services T Sort By Category Al Alarms (10000}
Al Devices | Today . Al Devices | Today
st romat ore than 10000 evnts geersesin s .. e
Cloudup I 52 Wordpress I 57 Y s e Lo |
‘llarm l: More than 10000 events generated in 1 min._. | BlueC
Office 365 n7 Tumblr 0 ‘ =
| taem ot e than 10000 events gonratain s .. e
Twitter o
[ st normat ore than 10000 events geersedin s .. e
Top N Business Services i test: Total Traffic exceads Threshold value 1 MB between.
All Devices | Totay
| et ot ot nce oo v MR
MarketSharp —— 76 opHiCiove Qopketons 10000 0
GitHub 13 critaal Tt
HTTPFlash 61
= More than 1 events generstedin 1 minutes
ssl - 2 0 0 ‘
Top N Cloud Services | 7ore han s evnts sonecsedin 3 minuses
All Devices | Tod y 10
Al Cviow | T Musically = autenton service Down  vore han s vt gnersedin it
HTTRINOWSER_Chrome o || :Mora than 1 events seneratedin 1 minutes | orts



Analyse forensique des journaux et rapports personnalisés

Firewall Analyzer

v RawVPNLlogs + RawVirus/Attacklogs + Trafficlogs + RawDevice Management Logs

Search Settings

is - ARP poisoning ° °

Destination

31.13.69.203

12.183.124.41

49.63.178.12

Dashboard Inventory Alarms Reports Compliance
Aggregated Search RAW Search RAW Settings
Available Devices Selected Devices
Search Search
CiscoFirepower-FMC
Paloalto_Sim
BlueCoat_PROXY
PaloAlto-PA-5200
Zoha-CP-RAN 10
Search Type Raw Firewall Logs
 Raw Denied Logs
Criteria Match all the following ® Match any of the following
Protocol is = HTTP
User is v Jon
Attack
Search Report
Formatted Logs Raw Logs
Date/Time Host User Pratacol
11Jun2019,06:46:33  192.168.151 Khrist 972/tcp
11 Jun 2019, 06:46:33 192.168.1.50 John fep
11Jun2019,06:46:33  192.168.1.49 Patrick mailbax-Im
Search Report
Formatted Logs Raw Logs

Paloalto_Sim, 001801021446 TRAFFIC.end 0,192.168.142,104.20.25.250,192.168.1.42,104.20,25 250,Rule_69.Chris, HTTPFlashysys1 trustuntrust lanwan5L0G-
FWD.,17014,1,720,888,7 20 888,0x40001c tcp,allow,4790,961013,652313,17,.372 Information Technology,0,384809398,0x0

Paloalto_Sim, 001801021446 TRAFFIC.end 0, 192.168.1.41,180.179.168.232,192.168.1.41,180.179.168.232 Rule_48 Chris, HTTPFlashysys 1.trust.untrust lan wan5,L0G.

FWD.17014,1,375,2,375,2.0040001c,udp.allow.4790,197176,79519,17. 8 1.Information Technology,0,384809398,0x0

Support

HowTo

Virus/Attack

null

null

null

Severity
Unknown
Unknown

Unknown

1. How to create a report profile from aggregated search result?

2.How to create a report profile from raw search result?

[ croosecohnrs ] see ]

Duration

1Secs

3Mins 2 5ecs

16 Mins 3 5ecs

Bl g QA B

Recelve

OKB

468 KB

468 KB

Effectuez des recherches dans les journaux
bruts de Firewall pour identifier I'entrée exacte
qui a causé l'activité de sécurité.

Les journaux archivés peuvent étre importés et
I'exploration des incidents de sécurité peut étre
effectuée en recherchant les journaux bruts.

Générez des rapports personnalisés basés sur
des criteres spécifiques. Choisissez les sous-
rapports que vous souhaitez inclure dans le
rapport personnalisé, les paramétres exacts sur
lesquels portera le rapport, et méme la
disposition du graphique a générer.

Add Report Type

Report Name: Report based an
Custom VPN VPN
Display: ® Graph&Table Graph Table

Graph Settings

Graph Types Stacked Vertical Ba... ~

o - ' ! l I
Y-axis sum of Total bytes -

User v °

sum of RequestCount  ~

Grouping Criteria

Order by

Table Settings



Avantages de |'utilisation de Firewall Analyzer

Supervision de l'entreprise

Surveillez les pare-feu
géographiquement distribués a
partir d'un emplacement
centralisé.

Possibilité d'évoluer en douceur
jusqu'a 1200 dispositifs de
sécurité.



Prise en charge de plusieurs pare-feu

Prend en charge plus de 50 fournisseurs de pare-feu et 200 dispositifs

SIr
CISCO

Check Point

alto

¥KSsense

m pa\O o’

0]
SECURITY SOLUTIONS

SONICWALL

-~

Cyberoam  Fi:RTINET
JUﬂIPer V2 Huawer
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Tarification abordable

Abonnement annuel :

e Supervision d'un seul pare-
feu a partir de 3958S.

* Le pack de 20 dispositifs
(édition Enterprise) a partir
de 8 3958S.




Assistance technique 24x5

Assistance technique 24x5 pour
les clients afin d'obtenir une
utilisation maximale du produit !

>



Intégration transparente a I'ensemble de votre infrastructure réseau

Intégration complete

* OpManager: Supervision du réseau et des serveurs

* NetFlow Analyzer: Supervision de la bande passante

* Network Configuration Manager: Configuration du réseau et
gestion de la conformité

* OpUtils: Gestion des adresses IP et des ports de commutation




®
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Prise en charge de
plusieurs pare-feu

Hautement
évolutif

Qu'est-ce qui nous distingue ?

Alertes de sécurité
en temps réel

Wy

Economique

Rapports préts
@ l'emploi

@

Support
technique 24x5



Configuration minimale requise

g[mjg T ll] ‘g @ Q%

Processeur 1 GO RAM 1 GO Stockage  postgreSQL/MSSQL Windows/Linux
Pentium Dual

Core 1 GHZ ou
équivalent

L'espace disque et la taille de la mémoire vive requis dépendent du nombre de dispositifs analysés et du nombre de
dispositifs envoyant des informations de journal a Firewall Analyzer.



Merci

Profitez d'une meilleure expérience de gestion du pare-feu !

° 0
2

Contact:

Pour toute requéte technique: fwanalyzer-support@manageengine.com

Pour les tarifs et autres: sales@manageengine.com

Pour en savoir plus, visitez https://www.pgsoftware.fr/siem/firewall-analyzer
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